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1. INTRODUCTION

In this digital age, data security is of paramount importance, where personal and sensitive information is
often sent and stored electronically. This research focuses on improving the security of geolocation data
obtained from IP addresses through the use of RSA encryption algorithm. One effective method of protecting
data is through encryption, which converts the original data into an unreadable form without the right
encryption key. One mechanism to improve data security is to use encryption technology. The data stored in
the database is altered in such a way that it cannot be easily read. So encryption is a process done to secure
data (called plaintext) into hidden data (called ciphertext).

One of the solutions needed is to apply the RSA algorithm, which RSA (Rivest Shamir Adleman) is one
of the popular public key algorithms used and even today the RSA algorithm is still considered safe is an
extension of the Caesar cipher, which multiplies the plaintext by a value and adds it with a shift. Data fraud
can be overcome by utilizing the RSA method in encrypt and descript. Therefore, a security system is needed
that is able to maintain data confidentiality from other threats carried out by irresponsible parties. By utilizing
the RSA algorithm, the system will encrypt the original data inputted by the researcher into ciphertext using
the key, then send it to other people or colleagues. For the reception of the original data is decrypted into
plaintext using the key also by the recipient so that the delivery of information or utilization of information
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through the security of the RSA algorithm becomes younger understood by the recipient or user. (Ulfah
Indriani, Ommi Alfina, 2021). From some of the problems described above, researchers are interested in
conducting research with the title “Implementation of RSA Cryptography Algorithm in Data Encryption for
Location Manipulation Based on IP Address”.

2. METHOD

2.1. Rivest Shamir Adleman (RSA)

RSA is one of the Public Key Cryptosystems that is very often used to provide confidentiality to the
authenticity of digital data. The security of encryption and decryption of this data model lies in the difficulty
of factoring a very large modulus n. In cryptography, RSA is an algorithm for public key encryption. It was
the first known algorithm best suited for signing and encryption and one of the first major discoveries in public-
key cryptography. RSA is still widely used in electronic commerce protocols and is believed to be highly secure
due to its long key lengths and sophisticated implementations. (Rezki & Siahaan, 2021).
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Figure 1. Example of Private and Public Keys

2.2. Steps of Rivest Shamir Adleman (RSA)

RSA (Rivest-Shamir-Adleman) algorithm is an asymmetric key cryptography algorithm used for
encryption and decryption of messages. This algorithm uses a public key and a private key, where the public
key is used for encryption and the private key is used for decryption. The workings of the RSA algorithm
include several stages, namely:

a. Key expansion: Choose two large primes p and g, and calculate n = p x g. Also calculate m = (p-1) x (g-1).

b. Choosing e: Choose e that is prime relative to m, and e must not equal 1.

c. Selecting d: Selects d that is relatively prime to m, and d must not equal 1.

d. Encryption: Calculating the public key (e, n), and using the public key to generate the encryption message
(©).

e. Decryption: Calculates the private key (d, n), and uses the private key to generate the decryption message
(m).

The RSA algorithm is widely used in digital data security, such as electronic commerce protocols, digital
signatures, pay TV authentication, SSL protocols, and electronic card security. The security of the RSA
algorithm lies in the exponential process, and factoring a number into 2 prime numbers which until now took
a long time to do the factoring. (Rezki & Siahaan, 2021).

2.3. Research Procedure
This research has several stages, namely goal definition, literature study, data processing, algorithm
implementation, testing in encrypting data, and conducting testing and evaluation.
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Figure 2. Research procedure
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2.4. Flowchart

Flowchart of RSA algorithm implementation in data encryption This flowchart describes the steps needed

to know how to work on implementing the RSA algorithm in data encryption.
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Figure 3. Flowchart of RSA algorithm implementation on data encryption

The flowchart systematics above are as follows:

a.
b.
c.
d.

e.

f.

3.

Start: The process starts.

Collects location data based on IP address: Location data is collected based on the IP address.

Using RSA algorithm for encryption of location data: The location data that has been collected is then
encrypted using the RSA algorithm.

Manipulate the location based on the encrypted data: The encrypted location data is processed and
manipulated.

Storing the manipulated data: The data that has been manipulated and remains in an encrypted state is stored
in the storage system.

Finish: The end point of the process.

RESULTS AND DISCUSSION

3.1. Manual Calculation and Using Python on RSA Algorithm Based on IP

This manual calculation of the RSA algorithm based on IP will explain how to perform a manual

calculation of the RSA algorithm based on IP specifically. Starting from key generation, encryption process
and description process.

a.

IP Encryption and Description Process with RSA Algorithm
1) Creating an RSA Key Pair:
a) Choose two different large primes (p and q).
b) Calculate n = p*q.
c) Calculate o(n)=(p-1) *(q-1).
d) Choose an integer e such that gcd(e, ¢(n)) = 1.
e) Calculate d = e*-1 mod ¢(n).
f) The pair (e, n) is the public key, and (d, n) is the private key.
IP encryption:
1) Convert the IP address (in decimal form) to an integer (e.g. by binary conversion).
2) Ensure that the resulting integer is smaller than n.
3) Perform encryption with the formula:
| Ciphertext = plaintext®e mod n |
Where: ciphertext is the encrypted IP address, while plaintext is the IP address in integer form, e is the
public key and n is the modulus.
Manual Calculation Process of IP Address with RSA Algorithm:
The IP address we want to encrypt is 114.122.5.15
First, we will convert each part of the IP to binary:
114 —» 01110010
122 —» 01111010
5 — 00000101
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[15  ——» 00001111 |
Then we will combine them all into one:

[01110010 01111010 00000101 00001111 |

Then we will convert this binary to decimal;
| 01110010 01111010 00000101 00001111 = 192.059.7311
Then we will convert the IP address to a whole number
IP address 114.122.5.15 we will convert it to a single integer.
Conversion method:
1) Split each octet of the IP address.
2) Multiply each octet by the corresponding power of 256, and then sum the results.
Example:
a) IP address. 114.122.5.15
b) Octets 114, 122, 5, 15
The calculation:
IP_to_int = (114 x 2563) + (122 x 2562) + (5 x 256) + 15
Steps:
1. 114 x 2563 = 114 x 16777216 = 1912602624
2. 22 x 2562 = 122 x 65536 = 7995392
3. 5x256=1280
4. 15=15
Add it all up:
IP_to_int = 1912602624 + 7995392 + 1280 + 15 = 1920597311
d. RSA Steps
1) Step 1is to select the values of pand q
a) p=17
b) gq=23
2) Step 2 is to calculate n
8 n=pxq
b) n=17x23=391
3) Step 3 is to calculate ¢(n)
a) ¢m=(p-1)x(-1)
b) ¢(n)=(17-1)x(23-1) =16 x 22 =352
4) Step 4 selecte
a) Choose ¢ such that ged (e, ¢p(n)) =1
b) e =13 (already coprime with 352)
5) Step 5 calculates d
a) Use the Extended Euclidean Algorithm to find d:
b) d=e¢ ' mod ¢(n)
¢) 13d =1 mod 352
d) Using the Extended Euclidean algorithm:
1 352=27x13+1
2 1=352-27x13
3 d=325
4 Sod=325
e. Encryption Process
1) We convert the IP address 114.122.5.15 into decimal (here | use 114 for this encryption calculation):
2) Plaintext =114
3) Encryption formula: Ciphertext = plaintext™e mod n
4) Ciphertext = 114%3 mod 391
The calculation uses the modular exponentiation method to calculate 1143 mod 391.:
a) 114*mod 391 =114
b) 1142 mod 391 = 12996 mod 391 = 93
c) 114*mod 391 =932 mod 391 = 8649 mod 391 =47
d) 1148 mod 391 =472 mod 391 = 2209 mod 391 =254
e) 1143 mod 391 = 114 x 93 x 47 x 254 mod 391
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Combine the result with the exponent in binary form (1101):
1145 = 114%+4+' = 1148, 114*. 114 mod 391
11413 = 254.47.114 mod 391
a) 254 x 47 mod 391 = 11938 mod 391 = 11938 - 30 x 391 = 208
b) 208 x 114 mod 391 = 23712 mod 391 = 23712 - 60 x 391 = 252
So, ciphertext = 252
f. Process Description

1) Description: plaintext = ciphertext"d mod n

2) Plaintext 252325 mod 391
Using the modular exponentiation method to perform calculations.
a) 252! mod 391 = 252
b) 2522 mod 391 = 63504 mod 391 = 162
€) 252*mod 391 = 1622 mod 391 =26244 mod 391 = 47
d) 252% mod 391 =472 mod 391 = 2209 mod 391 =254
e) 252'mod 391 = 2542 mod 391 = 64516 mod 391 =101
f) 252%2 mod 391 = 1012 mod 391 = 10201 mod 391 = 35
g) 252%mod 391 =352 mod 391 = 1225 mod 391 = 52
h) 2522 mod 391 = 522 mod 391 =2704 mod 391 = 358
i) 25226 mod 391 = 3582 mod 391 = 128164 mod 391 =270
Combining results
252325 =1752256 25264 2524 252" mod 391
a) 358 x 35 mod 391 = 12530 mod 391 = 12530 — 32 x 391 = 18
b) 18 x 8 mod 391 = 144 mod 391 = 144 — 0 x 391 = 144
So, plaintext = 114

g. Conclusion
After doing manual calculations and having obtained the results of calculations with the appropriate
modular exponentiation method, the results:

1) Ciphertext 252
2) Plaintext 114

3.2. Implementation of Encryption on IP Addresses with RSA Algorithm

This implementation is done to encrypt IP addresses using the RSA algorithm. RSA is an asymmetric
encryption algorithm that uses a pair of keys, namely a public key and a private key, for the data encryption
and description process. This implementation aims to protect IP address information from unauthorized access.
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Figure 4. Encryption Process on IP

3.3. Implementation of Encryption on IP Addresses with RSA Algorithm

The geolocation data is done and prepared, the next step is to encrypt the data and ensure that the
geolocation data is in the right format and ready to be encrypted. This encryption process starts by ensuring
that the geolocation data is in the right format and ready to be encrypted. . Data that is ready for encryption
includes information such as geographic coordinates (latitude and longitude), city, country, and internet service
provider (ISP).

The geolocation data is encrypted using a pre-generated RSA public key. This results in an encrypted
form of data that cannot be read or understood without the right decryption key. The implementation of
encryption can be done using available cryptographic libraries, such as the cryptographic library in the Python
programming language. This library accepts geolocation data and public key as input and produces ciphertext
as output.
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Figure 5. Geolocation encryption and description process

3.4. Storage of Encrypted Data in the Database

After the encryption and description process is complete and the geolocation data has been converted into
ciphertext, the next step is to securely store this encrypted data in the database. This encrypted data storage is
done because it aims to be able to maintain the integrity and confidentiality of the data, and can ensure that
only parties who have authorized access can access the data.

The encrypted data is stored in a database designed for data security. This database can be a relational
database management system (RDBMS) such as MySQL or PostgreSQL. Here | use the SQL ite database to be
able to store encrypted data, SQLite is a database that does not require a separate server to carry out its
functions, unlike MySQL or PostgreSQL which require a server.
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Figure 6. Data Encryption SQL.ite Database

4.  CONCLUSION
This research can provide several points of conclusion in the implementation of encryption and
description based on IP addresses, namely as follows:

1. The results of this research show that the RSA algorithm can be implemented well to be able to encrypt
data based on the IP address obtained. The encryption process uses the RSA public key which is able to
convert data into ciphertext that cannot be read without the right description key.

2. The results of this study prove that the RSA algorithm can ensure that geolocation data is encrypted
properly, so that it can only be accessed by parties who have a valid description key. By using SQLite in
securing encrypted data cannot be accessed by unauthorized parties so as to increase data security.

3. The implementation of the RSA algorithm using python to encrypt and decrypt data based on IP addresses
has been successfully carried out. The python programming language provides various libraries and
modules that can facilitate the implementation of RSA cryptography. Tests conducted in this study using
the python programming language can show that python is an effective and efficient tool.
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